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Upgrading to HSPD-12 Compliance

• HSPD-12 products and solutions are evolving and 
maturing
– What to buy?
– When to buy?
– Avoid buying twice

• Migration from legacy to ‘full’ compliance
– Card issuance
– Card enrollment with authentication
– Recurring periodic status checks and path validation
– Card authentication at time-of-access 

• fixed readers
• mobile readers

• Emergency response



Some Criteria for HSPD-12 Solutions

• Maximize reuse of existing system

• Maximize reuse of existing wiring

• Minimize cost and disruption

• Minimize custom modifications of PACS

• Integrate with existing operational flow



Compliance Challenges :
Maximize reuse of existing system

• PACS Head-end Software
– Upgrade from OEM
– 3rd party add-on
– Custom integration (e.g., IDMS, system-of-systems)

• Panels
– Support for larger badge IDs (e.g., up to 128 bits for PIV-

Interoperable) – possible via a firmware upgrade
– Unlikely to have processing or memory capacity to perform time-

of-access validation – hardware not firmware upgrade

• Readers
– Require ISO 7816/14443 and PIV command set capable –

nearly all readers will need to be replaced
– Reader type (contact, contactless, PIN, bio)



Compliance Challenges :
Maximize reuse of existing wiring

• Existing Wiegand or serial wiring from panels to 
readers

• Pull Ethernet to each reader?
– Runs longer than 300ft require fiber or extender hardware
– Exposes the physical access network to the unsecure side

• Reuse existing wiring
– Send data for validation to capable readers

• via serial network
• via panel infrastructure

– Upgrade panels with validation capable panels
– Add validation hardware module inline between panel and 

reader



Compliance Challenges :
Minimize cost and disruption

• External connectivity for PACS network to validate 
credentials will require C&A
– Inter-agency trust – connection to Federal Bridge (PKI)
– Status checks – connection to issuing authorities/responders

• Transition period
– Readers that support legacy and PIV cards
– Reader firmware (not hardware) upgrade to add validation
– Reader firmware field upgradable – ideally from head-end

• Maintain offline functionality
– Readers or panels cache data necessary for validation
– Enterprise solutions with distributed validation infrastructure
– Configurable options for degraded mode



Compliance Challenges :
Minimize custom modifications of PACS

• IDMS integrations
– Up front cost
– Bulk enrollment to PACS
– Status updates from card issuer
– Status updates from local organization (e.g., HR)

• Custom solutions have their place, however …
– No commercial volume cost savings
– High life-cycle cost – expensive to build and maintain
– Longer implementation timelines



Compliance Challenges :
Integrate with existing operational flow

• Visitors
– Pre-registration for PIV cardholders
– Cross-agency validation (trust check via Federal Bridge)

• Fixed and mobile readers
– Mobile as back-up for system outage
– Mustering
– Special events

• Centrally managed authentication modes
• Select readers that …

– Provide clear guidance to cardholder
– Have shortest possible transaction times (per mode)
– Authenticate at highest required authentication level



Authentication Methods from NIST SP 800-116
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Detect Counterfeit or Altered Cards

CHUID+BIO

PKI+PIN

CAK

RevokedCounterfeit 
or Altered

Copied or 
Cloned

Secures against cards that are

CAK+BIO

Lost or 
Stolen

PKI+PIN+BIO

CHUID+VIS

FASC-N

Auth Modes ��� �

* CHUID signature check at enrollment does not secure against 
counterfeit or altered cards used at the time-of-access and is only for 
uncontrolled areas per SP800-116



Detect Copied or Cloned Cards
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Detect Lost or Stolen Cards
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Authentication Modes per 800-116 and TWIC

3Limited2��� ���� ���� �CHUID+BIO

Exclusion

N/A

Limited

Controlled

Controlled

Uncontrolled

SP800-116 
Security Area

N/A2��� ���� ���� ���� �PKI+PIN

3

2

1

1

Auth 
Factors

2��� ���� ���� �CAK

��� �

��� �

��� �

��� �

Revoked

��� �

��� �

��� �

Counterfeit 
or Altered

��� �

��� �

Copied or 
Cloned

Secures against cards that are

4��� �CAK+BIO

��� �

Lost or 
Stolen

N/APKI+PIN+BIO

1CHUID+VIS

1FASC-N

TWIC Auth 
Mode

Auth Modes ��� �



Uncontrolled Area

Example FIPS 201 Implementation

Controlled Area

Limited Area

Exclusion
Area

Auth = CAK
Reader = CL only
Factors = 1

Auth = PKI+PIN
Reader = CT/CL/PIN
Factors = 2

Auth = Authentication Mode   CL = Contactless   CT = Contact

Auth = CHUID+BIO
Reader = CL/BIO
Factors = 2

Auth = PKI+PIN+BIO
Reader = CT/CL/

PIN/BIO
Factors = 3



HSPD-12 Solution Demonstration and Testing

• GSA/Certipath Demonstration Center
– SP800-116 authentication modes
– Visitor pre-enrollment
– Cross-agency validation
– Multiple PACS
– Multiple readers

• Government Product Testing
– GSA APL
– TWIC ICE List
– TWIC FSC-T



Use Cases

• Over-the-road trucker validation at time-of-access 
without prior enrollment

• MTSA sites that do not have a PACS
• Visitors without PIV cards
• Multi-tenant facilities
• Enterprise/multi-region deployments
• Blend of fixed and mobile readers
• Emergency Management

– Privileges from local PACS (e.g., access levels)
– Privileges from centrally trusted authorities



Emergency Management

John Bys
CoreStreet



What does Incident Command Need to know?

Can I trust this person is who they claim to be?

Are they qualified to be here at this moment?

Is the information they are presenting to me from a  trusted 
source?

Who has entered, exited or spent time within a spec ific zone of 
an event?



Solution Requirements

• Strong Identity Vetting from Trusted Sources

• Off Card KSAs to allow dynamic, local management of that 

information

• Electronic Validation of Identity and KSAs

• Ability to share this information across agencies, State to State, 

Fed to State, …

• Functionality in Lights-Out / Comms-Out

• Leverage existing standards and success 



ID &

Priv.

Identity & Privilege Lists

The Need for Off Card Attributes

Lessons Learned

-Identity is Static
- Long Lived Identity Credential
- FIPS 201

-Knowledge, Skills and Abilities (KSA) are Dynamic
- Can be updated without touching the card

- Identity and Privilege List
-Combines the Strength of a Strong Identity 
with the most current KSAs that can be 
electronically verified as current, valid, and 
from a trusted source
-Must NOT Contain ANY PII

Certificate & Identity 
Issuing Authorities

Attribute Databases
PACS

Knowledge, Skills & Abilities
Privilege Databases 



The Dangers of Mobile Databases



ERO Organizational Model

Management Station (s)
Locally Deployed

IPL

Certificate & Identity 
Issuing Authorities
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Lists

Attribute Databases
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Knowledge, Skills & Abilities
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TWIC Organizational Model

TWIC Hotlist



PACs Organizational Model

Management Station (s)
Locally Deployed

IPL

Certificate & Identity 
Issuing Authorities

PACS
(Local Attribution)

Identity & Privilege 
Lists



On Scene Operations

Management Station (s)
Locally Deployed

-Comms-out Lights-out
- No External Connectivity During the Incident Needed
- Local decisions, local accountability
- Identity and KSAs pre-vetted

Accountability



Interoperability Layer

FEMA

Repository

FEMA Management Station (s)
Locally Deployed

State of HI

National Guard 
(DoD)

Other States

& Fed Agencies

State of CO

CO Bridge

Colorado Management Station (s)
Locally Deployed



Emergency Management Summary

• Ability to Read FIPS 201 Compliant or Compatible Cr edentials Including;
– DoD CAC - Common Access Cards including National Guard
– TWIC – Transportation Workers Identity Credential
– FRAC – First Responder Authentication Credential

• Local Management of Qualifications and Identity
– PACS for local attribution (access privileges)
– Salamander Intertrax Exchange        -- Envisage Acadis Readiness Suite
– Verizon Business ID-MSO “Credential One” -- Illinois Terrorism Task Force Portal
– General Dynamics IDMS -- Collaborative Fusion “CORES”

• Local Issuance of Identity Credentials
– Federal PIV Credentials; MSO, TSA, SSP, Treasury, DoD
– Non-Federal PIV-I Credentials; States, SSPs, Service Providers
– Multi-tiered Credentials for State Emergency Responder Programs (CO, IL, TX, PA, VA, HI…)

• In Hand Status of Credentials and Qualifications
– From every program participant at state and federal levels
– Operational in lights-out/comms-out scenarios

• Leveraging the Standards and Successes of Millions of Cardholders

• Implements Migration and Future Proofing Capabiliti es


